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ABSTRACT

As deep learning technology was applied to various fields, research on adversarial attack techniques, a security problem
of deep learning models, was actively studied. adversarial attacks have been mainly studied in the field of images. Recently,
they have even developed a complete decision-based attack technique that can attack with just the classification results of
the model. However, in the case of the audio field, research is relatively slow. In this paper, we applied several
decision-based attack techniques to the audio field and improved state-of-the-art attack techniques. State-of-the-art
decision-attack techniques have the disadvantage of requiring many queries for gradient approximation. In this paper, we
improve query efficiency by proposing a method of reducing the vector search space required for gradient approximation.
Experimental results showed that the attack success rate was increased by 50%, and the difference between original audio
and adversarial examples was reduced by 75%, proving that our method could generate adversarial examples with smaller
noise.
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Fig. 1. Intuitive description of Boundary
Attack
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Fig. 2. Intuitive description of HopSkipJumpAttack
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Algorithm Generating audio AEs.
Inputs: Classifier €, Original audio x*,

Initial adversarial example z,. Iterations 7’
Outputs: The adversarial example z;

for tin 1.2,....T-1 do
# Boundary search
z,=Bin-search(z,_,, z*) (<741 5)
# Reducing the search space

for i in 100 do
Set random vector wu;

end for

1

2

3

4

3

4

5: u; :ui*projl,/,l,*ui

6

6 # Gradient estimation
7 VS = Grad-estimation(z*,z,, ) (54]8)
8 z=z,+vS/ vl
9: end for

10: return z,=Bin-search(z,_,, z*)

Fig. 5. Algorithm for generating audio AEs.
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